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(54) METHOD FOR MANAGING CONTENTS, AND STORAGE MEDIUM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To make preventable the failure of 
security due to the alteration of a secret region operation command. 
SOLUTION: At the time of issuing a desired secret region operation 
command from an LCM to be realized on a PC for operating a secret 
R/W region 351 ensured so that its boundary can be brought into contact 
with a public R/W region 352 on a memory 35, the whole command or 
the parameter part of the command is enciphered, and the enciphered 
secret region operation command is transmitted to a PM 30 side. At the 
time of receiving the secret region operation command, a controller 3 1 of 
the PM 30 allows a command decoding part 32 to decode the whole 
command or the parameter part of the command, and the secret R/W 
region 351 is operated according to the decoded secret region operation 
command. In this case, when the command is a CHANGE command for 
changing the secret R/W region 351, the controller 31 deletes the data of 
the reduced/enlarged part of the secret R/W region 35 1 at the time of 
changing the secret R/W region 351. 
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[ttfiFMSOKEB] 

v> F©^7*-*gP#£Bt#<fcU 

ISil^vy F £ <fc ? TJftfFf 5 3 >"r > y SSWffi 

y VZffir* 5CBU F£#£ fcliSKn 

v > F <0/ * - * 8Wfr*ne*§{fc u 

*gflSft>W<fcS tilt&BWmft 3^ y H*«»«o 

U i&3^yFjW9ffi*BBtB«©1MX© 
£M*ffi*T5l$3£»BfKB»tt3v:/ F©»&fcH\ 

taia^ets^ t MEftPifim t <owvzmirt s c £ r* 

iwf2$B!S$©+MX£^HU *J>fc< fcttflfSKfilS 
*©aSffl#©T- * 5 c i: *«f« tnny 

T'£ StBUMMff n v > Flc «fc o 53>f> 
>F£^rf3K|5gU SK3V>F^f**fc{*SR3 
ill b n v y FflWfk^Rfc: £ 0 Ml 2 3 v y F£ft $ fc « 
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IfflBCWIEKtclEas nfc 3 y f > y a & 
IfttC T©&7 * -b Xtfi^4IB B««jWi«£ ft* ;>< * 

^©3vy F±i*tfcttS^3 vyF©/V7*-*gP# 
*W{ttnfc»Bli«»ff3v>F*sitfiofc«-g' 

C©«#fc* ftfc»BS«»ft3 vy K037> F 

£f* $ fc 5 * - * 537> f*s wis 

v> Ft8eoTiaE»H1i«*«f^-r S3 > Fn- 7 £ 

£ mir s c £ at * s tanifi^o 

[ft 5 ] rS>*;b • 3 yr/^li?ti5, ffl 
20 S¥^T*7^-tXA<Rltl^^M^i:^ ffiffi&IBISttfc: 

mmmmmzwiit-? % fctb<Dmm<D 3 v y ft*£ •? % 
*fle^t*nfc»His«a«^3v>F%s»tiRofc«^ 
^ttsfett/^^-^w^a^-rsa^^Ftt^a 

30 t. 

v > Fm« o t mvmuwmmft 53>fd-7t* 

SoT, SiS3i-T>FA^MIS^B«l^©+)--rX©^ ; & 

x - * * 5 3 > h a — 7 **#|-r 5 c 

40 [f6WOi¥ffl^H5iW] 
[0 0 0 l ] 

[0002] 

50 «S^BBa«nTi>S. C©il©m^«l§§ti^ f5S^r 
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[0003] cnso-rv^/i/ • n^xyy^ #j*.wf 

MP E G 2, MP 3 ^ofc7^£/l/^b&ffii©Sffi 

tit), &mmt-rctrj;<=>¥-Lrzt). ?yya 
-F-r^iit^T'f ^ 0 iKDfcft, mmu 

**y*-F©«k?£9J©^fc£ftLTfcKS 

[0 0 0 4] *Z.X\ ^tiJA-KO±3tEf^f-f 
it, »H*nfc«f£?«EtCTO*7^-fe^"Pt, 3.— if 

£tc&*>. ?yr-yv<Di%mzmz>ctff%z.t>t\z>o 

fis— v-KizvmTm&tmmMwoffix^y 
7-yv<D3\?-/®m*fi?mc, znzntfi, mm 

m%<o^yy-yyummm) *«*LTi^iES4t,<D 

5fc«*-r*«&ao7;i/ XAtc^oTii^^f 30 

si) <D^t/mmt%rcituy7-yv<D«§mk/m^ 
mcm^zzttf%z.t>nx^5o 

[0 0 0 5] 

fE1i$tt O^ya-FSOKtt^-r^Wi::^ 

^nri/^3>f> > y+- (n^r>y«^a) 

-So 

[0 0 0 6] i: c «*<«£*<0lB««ft<0ffiH1fi«»J:?fr 
«**&#*}S*<D=iv>F OHWflMHWTfa^y F) 
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[0 0 0 7] *£im±ffi*1****LTftSftfcfc© 
vyF 0BBimgHlff3vyF) ©E8rtfA,£«fc5-fe*a 

tflE«*f**s«-r ^ c 1 t g s o 

[0 0 0 8] 

f - > y * s © n > r > y araa* # trfll 

> KtftSfcBSInTy K©><7*-*»#*8Srert: 
LT, L*»*ftK, c©B&^{b£nfc»B^W»ft3^ 

SHdWWnTyF^ltSoft^ 3i3Y>K 
© n v > F ±<* $ It It > ^ * - 9 HP#©Hg*§{b£ ffl V * 5 

F^ftSfcfim^bsnfc/^^-^w^ott^Kfflt^ 
x, mmc#G-?zm£.i&o7)\<Jv 

©jif€©fPJt> *©jMiSK$taoTfrfc>nsJ:3K:*3 
[0 0 0 9] c<D«fc5K, iEftJSJfto^tUIHWcStfi 

5 c i:T% nv> FiXSXfc «fc t)»Efa«©«fSO-r"- 
[0 0 10] CCX\ »E««ftffi3^yF^ft*BS^ 

ctt>mibTmmt%:%m}x*%;<, ^yvommt 
z>mmttsi%> 0 -15, mmmwmft^yvw?*- 
$&ftmf*mmtLrcm&ia&. o p 3- Fgp^tiBg 

•?y F*£«LfcR£, v> KO»S?«yi 

war) ciiiM5Ltm§. 

[0 0 1 1] Sfc*5HBfi, ±|BEtt«f*:±OBf^©^ 

mft^mx'7t-b7<tf-Bim%£mm®t. ±.$£(0® 
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mmwtaft f© iBBfiwaoiM 

X©gKt*a^te&#j£iBESW*»ft=i v y F ( C H 
A N G E 37> F) 41MI%J;?lcU Ettttttft 
X*'mi£ n fciBBilttt&ft n v > F A^»B«B«»f^ 
nvy F©*£fctt, IBB««££Bflffi«£©*l*fc£ 
»*SCfcT?1iBB1B*©*MX*ae3gU 

t^at-rs. io 

[0 0 12] *5MIK*V^TB:, W»v>K 

«*«/JvfSci:#-C*3. cnfc±!)Ett«f*** 00 
l 3r/x>yMJfc!>©7 f -*1M'Xtf*#<ftS 

[0 0 13] L*»fe3(^8Wc*V"»Ttt» '>&<£&*BB 

m «B««jsff 3 v> F*«^Tas««a5^» 

; C-©J£*SS^O**aSB«n5'<*'r-**iSKjpJffl 

§ 0 40 
[0 0 14] 

[0015] ny7-yvm\mm^7,7-j± axr, lc 

M (Licence (SDMl-)Compl iant Module) tWt&) 1 
Ott. ^Ua-F^OlEtt^f^T (WT, PM (Po 
rtable Memory) tft-f*) 3 0 fcK»T?**««=i> 
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g|*y 7 h -> x 7 i: l t£S!2 nr <, ^ „ 
[0016] lcmi Oit avf^yHUf-^fr 
zmmznwmit^yTyvztciz^tDy-f-tyx 

[0017] LCMlOfi, SKLCM1 OCD^ffiSrft 
tt*a7 • • -y--/^ 1 1 £WLTV£ 0 -tr 

• rj>x>^ • -fr— /*1 Hi, LCMlOT'Sff 

jl7 • nvf^v • it— 1 tfig-f 53V7 L >y 

[0 0 18] • 3>x>^ • 1 tt$ 

fc, ^T-Y 7 I /F oP 1 3tS«nIffi4PM3 0KWL 

/F»l 3»*-pffl*-r*«IIB**bT^«. il©PM 
3 0 H\ *ffl©M?£ilg (WT\ P D (Port 

able Device) J:ftt5) 2 0 fc-fe >y h UTE^-SC £ 
T\ SMPM3 0tcE^nrc3>f->'y*PD2 0± 
T'S^-T^ilttT-t^o -t**a7 • nyr>7 • +f- 
/Sl 1« N PD2 OlC-fe-y h£ftfcPM3 0£*#U P 
D I /Fffil 2Rt>*PD2 om&?tii±l?Z>ffl.mt>^ 
f 5o Wa7 • ziyfyy -it- i ^e> 

PM3 o^\<D^yy-yy(DnSMits ^-r-r7 i/FSPi 
3%iii:TilJgf : ft'tiSA\ ^fctiPD I/Fan 2 
Rt>* P D 2 0 LTtT^n^o 
[0 0 19] I/FSP12, 1 3tt> ^n?n-fe^aL7 
• n^x^^ • 1^— ^1 1 /FSB1 2, 13 

j&rt- lt p m 3 o mc m h n«i#^3 v > f x*& zmm 

R/Wffi*»ff=iv>F (SB£-rsffiER/W«*3 5 
i*3**i:f5»ft*»^rS3v>F) *fl^{fcT5 
3V>FBg^ftgPl 2 0, 1 3 0^fUl^o 
[0 0 2 0] Wa7 • 3>r>7 • -9—^1 1 

PC10Atti7jgB (0^1-") 3^60A**S»J 

[0 0 2 1] 02 it. PM30 ©TO^r^-To IBIEltC^ 
1-J:9tC, PM3 0&, L CM 1 OfrbWmcZ fc«P 
D2 OJ&^UTaS&nSnvyF^IBJR-llff-r*^^ 
hP-5 3 1 Hr^{b*ihfc3VyFifea^*3V 
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>F«^8P3 2fc, 3>ha-73 1 fc3V>F*«H» 
3 2tioTO*7^-feX^WlBl^, fl&R&'R AMlCi 

DSj^ftsftJi^ty 3 3 «»aii)i«fflij? 

So 

[0 0 2 2] R0M3 4©SH1tSittW\ 3>hn-73 
1 £iILT3I^M<D#li (o*»)»B«nfcW36*l» 

T> 85EROM««fc5»fS) 341t, aS©^l«lC 10 

T7*-fe^Rrt64K*aL*ffloeit«« cut, aw 

ROMB8i:#-rS) 3 4 2fcfctH>3T&nT^*. 
[0 0 2 3] ISBROM1IW3 4 1 Kit, *fr)frf3PM 
3 0£H^<D*Bffi«iB-FJ6S»B^ -r^7 I D^cD^S 
mffi*«n5. fiSBROMHi«3 4 2 tcti, 

^JSf5PM3 0O^giJ1fffg^LT©^X'C7 I D, 7 
S>*;1/ • 3y7> , y©eS£fctt?j£©fci&©7*-fe7, 

wMt*&Mt+"<*m8i a cm, pd) **-rit«* 

[0 0 2 4] 75y$/;Lj**y 3 5©SE1tlStt 20 

14, 3>ha-5 3 1 %iiLT^^O?)HT'L,^7^ 
■bX-et4^iEtt«« CUT, $BR/WSR$t&7 
5) 3 5 1 iHfr©#«K:T7^H2^Rrfl6*iE1tiB« 

(WT, ftHR/WWWfcfM-*) 3 5 2 fctfflO ST 

[0 0 2 5] £MR/W««3 5 2K«, H^ft^ftfc 
3>7>7-7-* 0Wfc3>fV9) 3WE1t«n 
So -75, $ER/WSK$3 5 1 tc(4, ftiR/Wl« 
3 5 Zfcffittt^nsn^xvy -x-^tC^jSI-*, 3 

5 1 fcBSfc, 3tt»ER/WMM3 5 1 ©BW&7HU 
^fclMXCflWHaWttSft*. COflHBtts $BR/ 
Wflll? 3 5 1 <DH77 Hl/X«l©Hfi£{Mfcl31t*tt 

^ =e U ©ft®7 F b7>T*t4& < T, ^<D>< * »J OfiQ J <0 S 
T 5 ftS 7 F U^BB07 F U7£S7 0 
[0 0 2 6] 03(4, 75vfa^t<J 3 5 0fE1t8i« 

S&B8STi4, $B R / W«« 35 1IJ77'r>a^*U 40 
3 5 4>K«««©SE7 F UXiUtW 0 ST £ft, £M R 

/w®« 3 5 2 ttBt; < «7 K uxfliicffl oat^nt 

1^3. CCT, IBBR/WHRW3 5 
777fa^t'J 3 5fiWWMW17FU^*i'llt)aT6 
n* y t 'J 7 K UXSP^©7 F UXfc-S U R / 
WHJ3E3 5 2 0IBJ67 KU*tt75yS/a*ty 3 5© 

mmmrvisx (os%) #gijysTSft3^y7 

FU7.£H©7FP7>H:-grf3o »ER/WSI 
$3 5 1 ©RJ&7 FU7.(4, 4MJR/WSU*3 5 2<Di&? 
77FU7lC-|$rt3o *HJfi«ffiTtt, COIBBR/ 50 
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Wffl«3 5 1 OH*&7 FU* (=&BflR/WS#3 5 2 
©877 FUX) , oSOIBER/WffiiSS 5 1 fc&Bfl 
R/WH$3 5 2£©itf?£, a— IfOfB^KIfiCTL 
CM10fll^5»j!*tlSCHANGE37yF (IBS 
R/WflWHHS**) W^fffl©3vyH © 

[0 0 2 7] 0414, LCM10^PM30lC»ir 

»ff*n*»BR/wfW«»fiF3vyK casBiawa^ 

[0 0 2 8] CCTtt, #»BR/WS«Hiff3V>F 
(3V>Kf-^) 14, SENDfcnptfn*i3MMr*T? 
PM3 OflHKSSSns. COn7^Kf-?(4 5*cSS^ 

giJ*^f3V>F3-Fi:LTOOP3-Ffc» IBER 
/WfBigc^ff^Wft ft«KHMIU (IBB R /wfB* 3 
5 1 rtOfl|«) <OHW&ffi«©7 FbX^ra±07 FbX 
(BB»7FU^) ^fADDRESSt, $ER/W 

7T<t L E N G T H tfrZm&ZtlZo ♦IHiBBiBfcfc^ 
T, OPs-Ftil'WK ADDRESSf44>'W 
K *LTLENGTH14 2/WFT, ^ti^nSE* 
n*. avyKf-^O?^ OP3-K«<f-^ 

EbfcC HANG Envy F (»E R /W«j«SHf& 

©{fit, ^BR/Wfl^3 5 1 <DJ8£fiS*fr&©"r 
-*tt#ttil/6J8aVf3READ=iv;/F (iSBR/W 
tMBK»WL**) , 85fiR/WfIi§S3 5 l ©Jg£«« 
^<Dx-£»t&*£^73WR I TEnv>F (IS 
■ R/Wtt»*ji»fW) > »ER/WS(«3 5 1 ft 
0JB£««©r-*iS*£l§3S*S ERASE 37^ F 

(iBBR/Wfi|«HS*^) ft^S. 

[0 0 2 9] ^t, *HSSJBilO»j{t^, 0 5 7,^0 7 
<D7o-7-\--h£#S8LTl8BS-t&o fT> LCM1 
0O-fe + a7 • uyfyy • U--/^l 1A^^7V7I 
/F»13 (*fct4PD I/FSB1 2) tcWLT, P 
M 3 O'NOlBBR/WffiStftftsnvy K 
tx, WJS7i.3V>F7-^^jS^nfct<Di:7^o 7 
Si:, I /FSPl 3 (Sfct4 1 2) (4, Wa7 • n> 
7>^--y-/^i ij^6««nfc=iv>Fr-^^ 
OSyOP3-F , ADDRESS (4^ 

-Th) , ^LENGTH (2;WH <0^7A-fh 
<r)nv>F7-^*, LCM10ffftS37>KHf 
fk«*ffl^T3V>FB|^ftffil 3 0 2 0) 

fc«t yag^ftu *<om#{k*nfc3v> f-t->* s 

END^tCit), ^<DS$ (ifcttPD20*^L 
T) PM3 0O3>Fa— 53 ItcaSfflfS (X7-y7 
SI). 

[0 0 3 0] PM3 0rtO3>hn-73 U4, LCM 
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Bt#{fcnvyF£nv>Ff^§S&3 2imhr, W%1£ 

Ur-y/S 2) o 
[0 0 3 l] nfc3vyF1lfa3Ztt, n>hP- 
73 1 3&»&«*nfcflHWk3v>F*, SKav^FO 
BS^bK:ffl^6nfc3V>FB|^»«:»JSLT4fig«n 

v>Fffl^»tt, W*tf, ttJ^5»BR/W1B«*ft 

3V>FO^mtC^ioTtTt>n?.> LCMlOi: 
PM3 0©ny hn-73 1 £<DB©iI€£iIl*-T\ ffi 10 
5£&*-f Stt£jft07;l/=TV XAK^ny h d— 5 

3 1 t«tD4fiE«n*. 4js«nfc3-7>Ka^attP 

M3 OOftfbt^U 3 3t^ftttStl%. —2k COnv 

>K«^at«j6-r*3v>KBS^att, lcmioo 

[0 0 3 2] a?y F«^SIJ3 2tt\ BSHfftawF* 

v>K?:nyhn-73 l £®f (Xf-y/S 4) . c 
nfcJ^nVhn— ?3 1 (4, nv>FS^gP3 2fr?> 

>F) <E>OPn-F£fl¥*RL-t\ *©=iv:/F«8!l (ft 

[0 0 3 3] fct, 0P3-KtfREAD37yK 

fy/S6) » nyfn-73 l «^15R E A Dnvy 
F©/*v*-* (^7yF) ADDRESS, LEN 
GTHfcftoT, ADDR E S ST"}gS^n§^ER/ 
Wffl«3 5 1 ©ffiBfrSL ENGTH/W hOf-^^ 

CM1 OKieMLTKlft (READ^yyKOUtT) * 30 
»7"T* Uf-y/S 8) o 
[0 0 3 4] I TE37>K 

Ut'^S 9) , 3Vhn-73 1 liM^WR I T E 
3Y>K^7^-^ADDRESS (7FU7.). L 
ENGTH (r-*£) *{W*tU 3 3lC-ai&&!rf 

* Uf77S i o) „ MXf'^s i o ojaiitc «t 

tK WR I TE3-7>Hti^TLCMl 0$lfr£>$£3f 
Sti«»*ii*r-*©1ftWjt (£>W$M&B) tf-^ 
ftfcjRTfll fHtfmg^U 3 3 fcffjf «ti*. 40 
[0 0 3 5] ny hD-73 1 Xt'V7S 1 0£f£ 
fttZts LCM 1 Ofr£3Ej££tl5W#&#-r-*£ 
Ufy/S 1 1) o fLTLCM 1 Ofi, § 
^IRofc»tj&*-r-**, 7c£DXr-y7 p S 1 OT-ftH 
^^'J 3 3£«lfiLfcWR I TE37>K©^7^-^ 
ADDRESS, L ENGTl-HcftoT, ADDRES 
STJi££ftSlBBR/Wfatt3 5 l©ffiB^6LEN 
GTH/Vh;J£tt»*&A/r»fls (WRITE nvy F 

<D%m zmrtz Ur'^s 12). 

[0 0 3 6] OP=>-K#ER A S EnvyF 50 
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(^Sft^r) *££LTv«a&tf Uf'^S l 
3) , nyhu-53 lliaKERASE3V>KO;< 
7^-^ADDRESS, LENGTHt^T, AD 
DRES S-C»£Sft3*BHR/WlB«3 5 1 OffiBfr 
P,LENGTHt«n5f-^S (>Whfi) f£ 
a. KafSx-^^ifiiLTftf^ (ERAS Envy 
KiDIIt) *»7f« Uf-y/S 14). CCTOf 

0 TfillliL 3 c k: <* t) fifrftZo 
[0 0 3 7] ffc, OPn-FtfCHANGEnvyF 
($6HR/Wliil«gM*!M» *SSLT^545lf (7. 
f-y/Sl 5) , 3>hn-73 1 ti CHANGE 
nvyF*©ADDRE S S (Of t)^HJi££ftfc$ 
BR /WIS* 3 5 1©BH$&7FU*) i:, iBBR/WIB 
*3 5 1 <03fSffifiKSE*StlT^^^KeHR/Wfi| 
$3 5 1 OBB!67 FU* (OS OSifcOiBBR/WflBS 
3 5 lORBftTK^) fc%J±«"r<5£fcT?, $BR/ 
Wfl«3 5 1 ©tt/J%#^;£ftT^3©fr5Mo£9 

6) . 

[0 0 3 8] t,U IBBR/WS«3 5 1 ©^P5&7 
F UXA^Mji&7 FU'X «fc tJ^S^fc&tf, nyhn- 
73 1 li«BR/Wffi«3 5 1 CDffl/htfJg^Sft-tVS 
fcfflSU 77'r>a^t'J 3 5<0&B9i&7FU;*fr5> 
CHANG Envy FcpOL ENGTH(Ditf-?S 
fctt (oSt)±i5JBSBB»7FU^*T0 M^-fSx- 
$Zffi£;?% Uf77°S l 7) . fbtnyhn-7 
3 Hi, IBHR/W1B«3 5 1 QMtefflB (IBHR/W 
M®3 5 1 fc£HR/W««3 5 2i:co^W{4fi) %C 
HANGE^YVKit'OADDRE S S ©Jg^rSffig 
fcgSUT, S&»BR/W««3 5 1*CHANGE 
3 V y F*© L E N G T H <Dmmt^-( XtiMIMSt 

5 i: nrnt ^ m<M x/£tt&ra r /wfs« 352 

U Klf£ (CHANGE 3Y> F^DHtf) *»7"TS 
(xf-y/S 1 8) . noxf77s 1 sojasti, IK 
BR/WH*3 5 1 0»77FU^WomSttBK:ft<« 
StiTVS, SKIBBR/W«i«3 5 1 KUX 
ZVJXVim^ aR8BR/W«WS3 5 1 Ott/J^ 

[0 0 3 9] iltllCltL^ UBR/Wfitt!c3 5 1 ©ffiS 

r»i^7 f \sxt>mm%37 f ± 5 *si>45 a\ 3 v 

hn-73 1 tii5BR/W®lD!3 5 1 <D&X&ffi£i<ft 
X^Z tWfe U 777->a«'J3 5 ©±IBJiSBB*& 
7FUX (CHANG Envy F^OA DDR E S ST* 
^n5777->a^t'J3 5€)7Kl/X) 
CHANGE 3V>H(pO L E N G T HOStf-^fi 
f£lt (o$0±E31BB*fi7FU^$Tf) KS-r^x-^ 
Uf'y/S 1 9) . tU3>hn-73 
Hi, »HR/W«W3 5 l^lHJi&ffiHfcCHANGE 
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